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Abstract - In the IEC 61850 standard, the transmission of the
sampled values packets of measurement in processing
communication are defined, and these parameters are really
important and critical in the automation of power systems. Related
to the security analysis of the communication networks, a really
powerful tool is the Stochastic Colored Petri Net (SCPN), because it
models asynchronous and concurrent processes, and it is useful to
analyze delays in timed systems. So, based in this context and
knowing that the correct value of sampled values measurements is
really critical in transmitting messages in the IEC 61850 context; it
is modeled in an IEC 61850 scenario a cyber-attack using SCPN
that aims to modify the data to be transmitted before it is packed as
a Sampled Value (SV) message, what is really critical for the
operation of the system. The results corresponded to the modeled
cyber-attack, showing the efficacy of the proposed modeling
method.
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I. INTRODUCTION

In the intelligent transmission and power distribution
networks based on interactive communication between all parts
of the power conversion chain, known as Smart Grids, there are
communication networks that allow the transfer of data between
their components. Data exchanges, network topology,
decentralized control, security, are inherent characteristics to the
communication systems and are also an important part of the
smart grids in the electric power sector.

In order that the information is exchanged in a correct,
reliable and efficient way, standardization in data
communication is needed. So there’s the IEC 61850 standard.
Referenced in [1], IEC 61850 proposes standards for the
services and data formats exchanged on a network of electrical
system equipment.

Related to security, it has been widely recognized as a
major issue with potentially catastrophic implications in the
smart grids scenario [2]-[7]. Also, cyber-attacks may take
advantage of accessibility through the neighborhood area
networks (NANs) or home area networks (HANSs) to attempt to
remotely access, compromise, or control electronic resources
[8]. With the Internet and modern telecommunications, it is now
easy for geographically distributed groups to coordinate
simultaneous attacks [8].

In the scenario of cyber-attacks modeling, Petri net and
its variations have been powerful tools for studying various
types of asynchronous and concurrent processes [9], [10], [11].
The usefulness of Petri nets for cyber-attack modeling was
pointed out first perhaps by McDermott [12]. It was observed
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that Petri nets are better at capturing concurrent actions in the
progression of an attack [8]. Dalton et al. suggested
generalized stochastic Petri nets for cyber-attack modeling
[13]. Stochastic Petri nets are a type of timed Petri nets where
transitions occur (“fire”) after random times. In their work,
transition delays were assumed to be exponentially distributed
which conveniently turned the stochastic Petri net into an
equivalent continuous-time Markov Chain. The approach
appeared to be motivated by the straightforward steady-state
analysis possible for Markov chains, but the assumption of
exponential transition delays was not clearly justified [8].

Colored Petri nets have attracted some attention for
cyber-attacks because they are more expressive than basic Petri
nets. In the basic Petri net, all tokens are indistinguishable from
each other. In colored Petri nets, tokens carry data values
represented by color which enables different attackers to be
distinguished with separate identities in the model [8]. Wu et
al. suggested colored Petri nets for hierarchical attack
modeling [14]. An attack represented at a high level is a simple
colored Petri net where certain transitions have hidden details.
The hidden details of that transition can be viewed in an
associated subpage which is a separate colored Petri net [8].

When it is related to the electrical power system, Petri
nets have been applied to show interdependencies between the
preexisting  electrical ~power  and communications
infrastructures [15]-[17]. In addition, Calderaro et al. [18]
presented a Petri net-based method to identify and localize
failures in the smart grid. Chen et al. [8] proposed a new
hierarchical method to construct a large Petri net from a
number of small Petri nets for modeling the cyber-physical
attacks on the smart grid [11]. Dahl and Wolthusen suggested
the use of interval timed colored Petri nets where tokens carry
timestamps as well as color and the firing delay of transitions
are bounded by specified time intervals [19]. Their concern is
timing-dependent attacks carried out by multiple attackers
against possibly multiple targets [8].

In these Petri net models, places represent all possible
states of both power and communication systems and
transitions represent actions that affect state changes. That is,
interdependencies are accounted for in a straightforward
manner by combining both electrical and communication
devices in a single Petri net [8].

So, in this work, based in all previous works and in a
simple IEC 61850 scenario, it is proposed to model and
analyze a cyber-attack in a simple architecture with one
merging unit publishing Sampled Value messages, a switch for
packet switching and storage, and a network analyzer to check
the packets sent. This cyber-attack aims to modify the



transmission of the Sampled Value messages (Data
Modification) and assess the impact of it in the electrical power
system communications systems. Data modification, also known
as data diddling or data injection, involves changing data before
they are processed at their destination [20].

II. STOCHASTIC COLORED PETRI NET (SCPN)

The Petri net (PN), discussed in [21], is a graphical
mathematical tool for studying systems characterized as
competitors,  asynchronous, distributed, parallel, non-
deterministic and/or stochastic. Briefly, the PN is a bipartite
graph (graphs that don’t contain odd cycles) with graphical
interpretation formed by two components: transition and place.
Representation is as follows in Figure 1, in which spaces are the
circles and thin rectangles are transitions. These two
components, also called nodes, are connected by directed arcs.
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Figure 1. Basic Elements of a PN

For modeling and better interpretation of systems, it is
used marks (tokens) assigned to the places that allow to
represent the state situation. The movement of the marks
through well-defined rules represents the system dynamics.

In the field of network protocol analysis, the Stochastic
Petri Net (SPN), variants of PN, are constantly applied in the
performance analysis in the computer networks and
communication systems, since SPN is isomorphic and enables,
together with the Markov chains [22], the state probability
analysis of the system. However, even with these important
characteristics, the SPNs are limited in complex models and in
models with industrial dimensions.

The Stochastic Colored Petri Nets (CSPN) has higher
abstraction capacity. This allows each place to have various
types of marks and transitions that represent various types of
functions, thereby reducing the number of nodes. A key point
for the application of this type of Petri nets in the
communication systems is precisely the connection with
programming languages, as an example the Meta Language
(ML) used in CPN Tools [23] software.

Formally, the definition for the SCPN is represented as
follows and can be verified in [24] and [25]:

SCPN = {P, T, CB, C, W-, W+, Wh, Pri, My, 0}

* P is the finite set of places;

« T'is the finite set of timed and immediate transitions, P N T'=
0, PUT+0;

« CB is the family of basic color classes: CB={C,,...,C,} with C;

NG =0,

» Cis a P U T function that associates to any » node a color
domain C(7) that is the Cartesian product of the CB elements;
W, W, W W (p,t), W (p, D), W' (p, 1) €[C () >
Bag(C(p))] are functions that label respectively the entrance,
output and inhibitors arches between ¢ transitions and p
places;

* Pri is the priority function defined as follows: V t € T, Pri
(t) : C () = N.Pri(f)(c) is the priority of the instance[z,c].

« M, is the initial marking that describes the initial state of the
system,

* 0 is the defined function in the set of transitions 7 given that
6(¢) is the time function of the model.

III. IEC 61850 —- GENERAL OVERVIEW

The IEC 61850 is an international standard that
defines the communication and services form between
different equipment present in the automation of power
electrical systems [26]. It establishes the following objectives:
Interoperability between manufacturers, free configuration
(modeling), and long-term stability.

The most significant benefits of implementing this
standard are the independence of future technology, ease of
long-term maintenance, reduced wiring, and free specification
and exchange of data at high speed.

A. Sampled Values

This type of message has the proposal of transmission of
sampled values of measurement, according to [27], inserted
into types of unicast or multicast messages. Commonly, this
message is used to send analog data coming from
the current and voltage meters (Current Transformers and
Voltage Transformers).The IED (Intelligent Electronic Device)
that implements the messages Sampled Values (SV) needs
hardware that supports huge volume of Analog-to-Digital
conversions that must be processed quickly and safe. This is
only possible with the use of more resistant components, more
reliable and more expensive. This is the burden that SV
messages produce in the IEDs that implement them.

The sampled values are used by control and protection
system. The frames of SV messages uses layerl of the TCP / IP
model and are extremely fast.

IV. SCPN MODELING OF AN IEC 61850 SYSTEM
—SAMPLED VALUE (SV) MESSAGES AND
CYBER-ATTACK

The following SCPN models seek to represent the
main characteristics of the devices presented in the proposed
architecture. So the proposed methodology concerns about
analyze the performance of this network architecture using
modeling only, when it is working normally or when it is
attacked. According to the presented theoretical basis, it is
started then the development of a SCPN modeling of the
standard IEC 61850 together with a cyber-attack. For this, two
guidelines are defined. The first one deals with the part of
system concepts involving the definitions of the standard IEC
61850. The second one, structures the way how it should be



elaborate the models in SCPN, together with the modeled cyber-
attack. In Figure 2 it can be seen the proposed architecture.

SWITCH

Figure 2. Proposed Architecture

A.  Switch Model

The switch model has the main features of this device. The
switching tables, packet buffer, switch processing and physical
communication interfaces (input and output ports) are all
defined. To better understand this model, only one
communication port is defined. For the representation of other
ports, a simply replication of such model is done. Figure 3
shows the main characteristics of this device. The switch model
is based on the work developed in [28], in which this equipment
is represented in CPN models.
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Figure 3. CPN Model of the Switch

Regarding the model representation, figure 5 indicates the
dynamics of a SV packet within a real switching device. The
message enters via the communication interface (place
Porta_E0), then it is processed (transitions EQ and S0), stored
in the buffer (place Bu0) and then is transmitted according to the
switching table to the respective destination (place Swit0). This
whole process takes time, called by the norm as propagation
time, and for this reason it is attributed to the time stamp @ + tb
() in the transition S0.

B.  Merging Unit Model

The model of Figure 4 represents the physical merging
unit device that converts the analog signals into digital signals,
and sends such signals in the format of Sampled Value
messages.

The CPN representation of the merging unit characterizes
the signal sampling, the processing of the samples by the
logical nodes and the interfacing with the network.

The sampling process is done by reading a text file
containing the current transformer samples, which simulates
the data of a real transformer. The text file is read through the
function defined in the Imicio transition, and through the
getPacketsTC () function. After that, the file data is
transformed into CPN tokens. TCTR and MMXU transitions,
which represent the logical nodes defined in the IEC 61850
standard, translate the information from the samples (tokens)
and pack them into the Sampled Value format. The right part of
the model represents the communication interface of the device
(LAN_S and LAN_E places). The Origem and Destino places
indicate the communication interface of the source and
destination of the packages (Origem and Destino places)
generated by the merging unit. With this structure, the merging
unit model is able to simulate real devices sending SV
messages.

Sampling

Logical node

"9 Logical node

rrrrr

—— R

Figure 4. CPN Model of the Merging Unit

C. Analyzer Model

The analyzer model is characterized in a simple way
according to Figure 5. The function of this model is to
represent the device that verifies the latency time of the
Sampled Value messages that is transferred in the network.

To do this, the model receives the messages through the
communication interface (LAN_E place) and then verifies the
origin of the packet (Recebe transition and Origem place)
identifying the merging unit transmitter. After this, the
message is sent to the Buffer transition where the transfer time
of each SV packet is calculated.
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Figure 5. CPN Model of the Analyzer
D. Cyber Attack Model

In the cyber-attack model presented in color red in Figure 6,
the aim of the modeled Data Modification attack is to modify
the data to be transmitted before it is packed as a Sampled Value
(SV) message. In this case, the value of analog data coming
from the current and voltage transformers will be modified
(attacked) before it is packed as a Sampled Value message.
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Figure 6. Cyber-attack Model
V. RESULTS AND DISCUSSION

For cyber-attack analysis, it is used the simulation tools
available in the CPN Tools software. It follows some results
generated from model simulations in Figure 7.
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Figure 7. 1 Cyber-attack for 10 received packets

The structure of the packets is: pac (dst,ori, dado, t).
This means that the first number is the destination of the
datum; the second number is the origin of the datum; the third
one is the value of the datum and the last one is the time spent
for the datum to leave the origin and get to the final
destination.

In this model, the read of the analog data coming from
the current and voltage transformers comes from a txt file
named fcfile2. In this txt file, the first ten values of the data are:
(asdul=2); (asdul=4); (asdul=6); (asdul=8); (asdul=10);
(asdul=12); (asdul=14); (asdul=16); (asdul=18); (asdul=20).
As it can be noticed in Figure 9, the first ten received values of
the data are: (asdul=72); (asdul=74); (asdul=76); (asdul=78);
(asdul=80); (asdul=82); (asdul=84); (asdul=86); (asdul=88);
(asdul=90). The offset between the first ten original values and
the first ten received values is 70, which is in according to what
was modeled in transition Atfack, in color red in Figure 6,
n+70, where n+70 corresponds to asdul value. The presented
values have been attacked by a Data Modification Attack,
because the final objective of this kind of attack is to change
data before they are processed at their destination, and this goal
was achieved in this simple model.

So, presented results are in according to what was
expected and modeled in this scenario. Knowing that any data
modification of the SV messages may affect the protection and
the control power systems, because its frames of messages uses
layerl of the TCP / IP model and are extremely fast, these
modeled data modification in this simple IEC 61850 scenario
could lead to misoperation of circuit breakers and relays, and
could generate serious problems in power substations, because
false data are being injected in the system.

VI.CONCLUSION

According to what is presented in this article, it is
concluded that the SCPN modeling is perfectly applicable to
the modeling of cyber-attacks of an IEC 61850 scenario. The
presented methodology is simple, but can support some
important details in the design of protection process of IEC
61850 architectures.

The results generated with simulations prove that the
model responded correctly according to the functions created



to produce the cyber-attack. Also, knowing that any data
modification of the SV messages may affect the protection and
the control power systems, these modeled data modification in
this simple IEC 61850 scenario could generate serious problems
in power substations, because false data are being injected in the
system.

Future projects include the modeling of new cyber-
attacks that can become potential threats to substation networks.
Also, those cyber-attacks can be improved and sophisticated,
avoiding future possible problems with the security of the
system.
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